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Introduction 

 Security 

Challenges 

Secure 

communication 

IP  

&  

content protection 

Secure Authentication 

e.g. RFIDs, Keycards 
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Introduction 

 

 

Counterfeit products 

in the news 
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Introduction 

 Traditional approach 

◦ Store digital key in NVM, e.g. EEPROM 

◦ Problems 

◦ Subject to invasive attacks 

 Protection against invasive attacks is very expensive 

◦ Higher fabrication costs 
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Physical Unclonable Functions  

(PUFs) 

 Intrinsic process variations 

manifested as device parameter 

variations 

 Convert parameter variations to 

digital responses 

 

 Why PUFs? 

◦ Highly Secure 

 Volatile – no stored keys 

 Unpredictable  

 Large challenge – response set 

◦ Low cost – variation is inherent 

 

6 

PUF Challenge Response 

C0 

C1 

Cn 

.. 

Y0 

Y1 

Yn 

.. 



7/20 CHES 2011 

Examples of PUFs 

7 

SRAM PUF 

-Guajardo et al, Holcomb et al 

2007 

Butterfly PUF 

-Kumar et al, 2008 

RO PUF 

-Suh et al, 2007 

Arbiter PUF 

-Lee et al, 2004 
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MECCA PUF - Motivation 
 

 Why do we need a dedicated circuit for a PUF? 

◦ Can PUF be an added functionality of an 

existing circuit? 

 Memory is a great choice 

◦ A significant portion of ASICs and SOCs is 

occupied by SRAM memory 

 But… 

 SRAM PUF - Each cell produces only one bit 

 How to extract multiple responses from 

memory array? 

◦ MECCA PUF: MEmory Cell Characterization 

based Authentication PUF 
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MECCA PUF 

Requires modification 
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MECCA PUF 

 Failure mechanisms in an SRAM cell 

◦ Write failure: Unsuccessful write with 

wordline activation 

◦ Access failure: Insufficient differential voltage 

developed during a read operation 

◦ Read failure: Flipping of the data during read 

◦ Hold failure: Leakage currents in cell cause 

data destruction with low supply voltage 

Static 

failures 

Temporal 

failures 
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Overview 

WL 3 > WL2 > WL1 

 Effect of word line duration on write-ability  
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Programmable delay circuit 

 Consists of a string of inverters with outputs of g 

subgroups of inverters connected to a g X 1 mux 

 Core SRAM array remains unaltered 

◦ Only the qualified write signal is modified  

 P0, P1… Pn becomes part of the challenge 

◦ Extract multiple responses from a given set of cells 
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 Response generation: 

◦ Choose address of r-cells {A0, A1….Ar}  

◦ Perform background write – known initialization 

state 

 For each cell, Mem[Ai]=k;  k={0,1} 

◦ Write to cells with reduced wordline duration 

using programmable delay circuit 

 C = {A0,…Ar,P0,…Pn } 

◦ Read out r-bit response from cells {Y0, Y1, …,Yr} 

 

 

Methodology 
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 Simulation framework 
◦ Monte Carlo simulations under both inter-die 

(σ =10%) and intra-die (σ = 6%) variations 

◦ Predictive Technology Model (PTM) - 45nm 

◦ r = 128 bit response; m = 1000 chips; k = 3 

WL durations 

◦ The WL durations are obtained from the 

distribution of write times required for all 

cells 

◦ Mean WL of delay circuit is chosen as mean 

write time of all cells 

 other 2 WLs are obtained based on an accepted 

distribution of 1s and 0s in the response 

Results 
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Results 

 Uniqueness/Security: Show that different PUFs generate 

different responses 

◦ Inter - die response analysis: How many bits are different 

between any two PUF responses 
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 Average inter-die HD is close to 50% at mean WL 

 But… 

 Reduces by a max of 2.5% for other WLs - Why?? 

 Bit - Skewing Effect 

 

 

 

Results 
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Results 

• Reliability: How good is a PUF at generating the same 

response consistently 

o Intra - die response analysis: How many bits are 

different between two responses from the same PUF 
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PUF more stable with temperature fluctuations than    

supply voltage fluctuations!!! 
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Results 

 Ageing  analysis  

 Ageing - Temporal variations in the device parameters due to 

degradation of transistors 

 Particularly bad in PMOS transistors due to high negative 

fields at high temperatures 

 

 

 

 

 

 

 Why bother? 

 Can affect reliability!! 

 

BTI = Bias 

Temperature Instability 
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Results 

 Estimate degradation over lifetime – several models available 

 Monte Carlo simulations with estimated degradation to obtain a guard 

band around each WL duration 

 Classify cells falling within guard band as unreliable 

 

 

 

 

 

 At mean WL, upto 8 bits are unstable due to ageing! 

 Solutions 

 Disregard unreliable cells (bits) from response generation 

 If # bits is less, maybe it can be tolerated 
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Summary 

 A memory cell based PUF called MECCA 
PUF using write failures 

Dual functionality - PUF and data storage 

Extract multiple responses from a memory array 

Good uniqueness and reliability of responses 

Scalable with relative increase in die-to-die and within-die 
process variations in nanoscale technologies 

 

 Future work 

 Hardware validation 

 Modeling attacks 
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Questions ?? 


